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Traffic Policing and Traffic Shaping
Configuration

About This Chapter

This document describes basic concepts of traffic policing and traffic shaping, and
configuration methods of traffic shaping and traffic policing based on a traffic
classifier, and provides configuration examples.

3.1 Overview of Traffic Policing and Traffic Shaping

3.2 Understanding Traffic Policing, Traffic Shaping, and Interface-based Rate
Limiting

This section describes the principles behind the token bucket, traffic measurement,
traffic policing, traffic shaping, and interface-based rate limiting mechanisms.

3.3 Application Scenarios for Traffic Policing, Traffic Shaping, and Interface-based
Rate Limiting

3.4 Licensing Requirements and Limitations for Traffic Policing and Traffic Shaping
3.5 Default Settings for Traffic Policing and Traffic Shaping

3.6 Configuring Traffic Policing

3.7 Configuring Traffic Shaping

3.8 Configuring Rate Limiting on a Physical Interface

3.9 Maintaining Traffic Policing and Traffic Shaping

3.10 Configuration Examples for Traffic Policing and Traffic Shaping

3.11 FAQ About Traffic Policing and Traffic Shaping

3.1 Overview of Traffic Policing and Traffic Shaping

By monitoring the rate of traffic entering a network, traffic policing and traffic
shaping limit traffic and resource usage to better serve users.
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If the transmit rate of packets is larger than the receive rate of packets or the rate
of an interface on a downstream device is smaller than that of the connected
interface on the upstream device, network congestion occurs. If traffic sent by
users is not limited, continuous burst data from many users will aggravate
network congestion. Traffic sent by users must be limited to efficiently use limited
network resources and better serve more users.

Traffic policing and traffic shaping limit traffic and resources used by the traffic by
monitoring the traffic rate.

Traffic Policing

Traffic policing discards excess traffic to limit the traffic within a proper range and
to protect network resources and user benefits.

Traffic Shaping

Traffic shaping is a measure to adjust the transmit rate of traffic. When the rate of
the inbound interface on a downstream device is lower than that of the outbound
interface on an upstream device or burst traffic occurs, traffic congestion may
occur on the inbound interface of the downstream device. You can configure
traffic shaping on the outbound interface of the upstream device so that outgoing
traffic is sent at an even rate, which prevents congestion.

Traffic policing discards excess traffic, while traffic shaping buffer excess traffic in
a token bucket. When there are sufficient tokens in the token bucket, the device
forwards the buffered packets at an even rate. Traffic shaping increases the delay,
whereas traffic policing does not.

3.2 Understanding Traffic Policing, Traffic Shaping, and
Interface-based Rate Limiting

This section describes the principles behind the token bucket, traffic measurement,
traffic policing, traffic shaping, and interface-based rate limiting mechanisms.

A network needs to transmit various types of service traffic for different types of
users. If rates of service traffic are not limited on the network, the network will be
congested when many users continuously generate burst traffic. To provide better
service for more users with limited network resources, rates of service traffic must
be limited.

Traffic policing and traffic shaping control traffic rates and resource usage by
monitoring the rates of incoming traffic entering a network. The incoming traffic
must be measured first so that measures can be taken to limit the traffic rate
based on the measurement result. Generally, the token bucket mechanism is used
to measure traffic.

3.2.1 Token Bucket

Overview

A token bucket is a container that can store a certain number of tokens. The
system places tokens into a token bucket at the configured rate. If the token
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bucket is full, excess tokens overflow and the number of tokens in the bucket can
no longer increase.

The system determines whether there are enough tokens in the bucket for packet
forwarding. If so, the traffic rate conforms to the rate limit. Otherwise, the traffic
rate exceeds or violates the rate limit.

RFC standards define two token bucket algorithms:

e The single rate three color marker (srTCM) algorithm determines traffic bursts
based on packet lengths.

e The two rate three color marker (trTCM) algorithm determines traffic bursts
based on packet rates.

The srTC and trTCM algorithms mark packets red, yellow, or green based on traffic
metering results. Then the system processes packets based on their colors. The
two algorithms can work in color-aware and color-blind modes. The color-blind
mode is used as an example in the following descriptions.

Single-Rate-Two-Bucket Mechanism

The single-rate-two-bucket mechanism uses the srTCM algorithm to measure
traffic and marks packets green, yellow, or red based on the metering result.

Figure 3-1 Single-rate-two-bucket mechanism
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As shown in Figure 3-1, buckets C and E contain Tc and Te tokens respectively.
The single-rate-two-bucket mechanism uses three parameters:

e CIR: indicates the rate at which tokens are put into bucket C, that is, the
average traffic rate that bucket C allows.

e  (BS: indicates the capacity of bucket C, that is, the maximum volume of burst
traffic that bucket C allows.

e  Excess burst size (EBS): indicates the capacity of bucket E, that is, the
maximum volume of excess burst traffic that bucket E allows.

The system places tokens into the bucket at the CIR:

e If Tcis less than the CBS, Tc increases.

e If Tcis equal to the CBS and Te is smaller than the EBS, Te increases.

e If Tcis equal to the CBS and Te is equal to the EBS, Tc and Te do not increase.

B indicates the size of an arriving packet:

e If Bis less than or equal to Tc, the packet is colored green, and Tc decreases
by B.

e If B is greater than Tc and less than or equal to Te, the packet is colored
yellow and Te decreases by B.

e If Bis greater than Tc and B is greater than Te, the packet is colored red, and
Tc and Te remain unchanged.
Two-Rate-Two-Bucket Mechanism

The two-rate-two-bucket mechanism uses the trTCM algorithm to measure traffic
and marks packets green, yellow, or red based on the metering result.
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Figure 3-2 Two-rate-two-bucket mechanism
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As shown in Figure 3-2, buckets P and C contain Tp and Tc tokens respectively.
Two-rate-two-bucket mechanism uses four parameters:

e Peak information rate (PIR): indicates the rate at which tokens are put into
bucket P, that is, the maximum traffic rate that bucket P allows. The PIR is
greater than the CIR.

e CIR: indicates the rate at which tokens are put into bucket C, that is, the
average traffic rate that bucket C allows.

e  Peak burst size (PBS): indicates the capacity of bucket P, that is, the maximum
volume of burst traffic that bucket P allows.

e  (BS: indicates the capacity of bucket C, that is, the maximum volume of burst
traffic that bucket C allows.

The system places tokens into bucket P at the PIR and places tokens into bucket C

at the CIR:

e If Tpis less than the PBS, Tp increases. If Tp is greater than or equal to the
PBS, Tp remains unchanged.

e If Tcis less than the CBS, Tc increases. If Tc is greater than or equal to the
CBS, Tp remains unchanged.

B indicates the size of an arriving packet:

e If B is greater than Tp, the packet is colored red.

e If Bis greater than Tc and less than or equal to Tp, the packet is colored
yellow and Tp decreases by B.
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If B is less than or equal to Tp and B is less than or equal to Tc, the packet is
colored green, and Tp and Tc decrease by B.

Color-aware Mode

In color-aware mode, if the arriving packet has been colored red, yellow, or green,
the packet color affects metering results of the token bucket mechanism in the
following ways:

If the packet has been colored green, the metering mechanism is the same as
that in color-blind mode.

If the packet has been colored yellow, the system marks the packet yellow if it
conforms to the limit and marks the packet red if it violates the limit,
depending on the packet length and the number of tokens.

If the packet has been colored red, it is marked red in the token bucket.

3.2.2 Traffic Policing

Traffic policing discards excess traffic to limit the traffic within a specified range
and to protect network resources as well as the enterprise benefits.

Implementation of Traffic Policing

Figure 3-3 Traffic policing components
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As shown in Figure 3-3, traffic policing involves the following components:

Meter: measures the network traffic using the token bucket mechanism and
sends the measurement result to the marker.

Marker: colors packets green, yellow, or red based on the measurement result
received from the meter.

Action: performs actions based on packet coloring results received from the
marker. The following actions are defined:

- Pass: forwards the packets that meet network requirements.
- Remark + pass: changes the local priorities of packets and forwards them.
- Discard: drops the packets that do not meet network requirements.

By default, green and yellow packets are forwarded, and red packets are
discarded.
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If the rate of a type of traffic exceeds the threshold, the device reduces the packet
priority and then forwards the packets or directly discards the packets based on
traffic policing configuration. By default, the packets are discarded.

3.2.3 Traffic Shaping

Traffic shaping adjusts the rate of outgoing traffic so that the outgoing traffic can
be sent out at an even rate. Traffic shaping uses the buffer and token bucket to
control traffic. When packets are sent at a high speed, traffic shaping buffers
packets and then evenly sends these cached packets based on the token bucket.

When the rate of an interface on a downstream device is slower than that of an
interface on an upstream device or burst traffic occurs, traffic congestion may
occur on the downstream device interface. Traffic shaping can be configured on
the interface of an upstream device so that outgoing traffic is sent at an even rate
and congestion is avoided.

Traffic Shaping Process

The traffic shaping technology is used on an interface, a sub-interface, or in an
interface queue, and can limit the rate of all the packets on an interface or the
packets of a certain type passing through an interface.

Flow-based queue shaping using the single bucket at a single rate on an interface
or sub-interface is used as an example. Figure 3-4 shows the traffic shaping
process.

Figure 3-4 Traffic shaping process
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The traffic shaping process is described as follows:

1.  When packets arrive, the device classifies packets so that the packets enter
different queues.

2. If the queue that packets enter is not configured with traffic shaping, the
packets of the queue are sent. Otherwise, proceed to the next step.

3. The system places tokens into the bucket at the configured rate (CIR):

- If there are sufficient tokens in the bucket, the device sends packets
directly and the number of tokens decreases.

- If there are insufficient tokens in the bucket, the device places packets
into the buffer queue. If the buffer queue is full, packets are discarded.

4. When there are packets in the buffer queue, the system extracts the packets
from the queue and sends them periodically. Each time the system sends a
packet, it compares the number of packets with the number of tokens till the
tokens are insufficient to send packets or all the packets are sent.

After queue shaping is performed, the system needs to control the packets at the
traffic shaping rate configured on an interface if traffic shaping is configured on
the interface or sub-interface. The process is the same as the queue shaping
process; however, you do not need to perform 1 and 2.

Adaptive Traffic Shaping

Traffic shaping solves the problem of packets discarded on the inbound interface
of the downstream device when the rate of the inbound interface on the
downstream device is smaller than the rate of the outbound interface on the
upstream device. In some scenarios, the interface rate of the downstream device is
variable, so the upstream device cannot determine the traffic shaping parameters.
Configure an adaptive traffic profile and associate an NQA test instance with the
adaptive traffic profile so that the device can dynamically adjust traffic shaping
parameters based on the NQA result.

An adaptive traffic profile defines the following parameters:

e NQA test instance: measures the packet loss ratio on the inbound interface of
the downstream device. The upstream device adjusts traffic shaping
parameters based on the detected packet loss ratio.

e Traffic shaping rate range: allowed by the outbound interface of the upstream
device. The traffic shaping rate in this range is adjusted dynamically.

e Traffic shaping rate adaptation step: step of the traffic shaping rate
dynamically adjusted each time.

e  Packet loss ratio range: is allowed by the inbound interface of the
downstream device. If the packet loss ratio detected by the NQA test instance
is within the range, the upstream device does not adjust the traffic shaping
rate. If the detected packet loss ratio is larger than the upper threshold for the
packet loss ratio, the upstream device reduces its traffic shaping rate. If the
detected packet loss ratio is smaller than the lower threshold for the packet
loss ratio and congestion occurs on the upstream device, the upstream device
increases its traffic shaping rate.

e Interval at which the traffic shaping rate increases: interval at which the
upstream device increases the traffic shaping rate when the packet loss ratio
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frequently changes below the lower threshold of the packet loss ratio. This
parameter prevents frequent traffic shaping rate change.

(1] NOTE

When the NQA test instance detects a high packet loss ratio, to prevent packet loss,
the upstream device immediately reduces the traffic shaping rate regardless of the
interval.

The traffic shaping rate is adjusted based on the detected packet loss ratio:

Condition Action

The NQA test instance detects that the | Reduce the traffic shaping rate.
packet loss ratio is greater than the
upper threshold in the adaptive traffic
profile.

e The NQA test instance detects that | Increase the traffic shaping rate.
the packet loss ratio is smaller than
the lower threshold in the adaptive
traffic profile.

e Congestion occurs on the outbound
interface of the upstream device.

e The interval at which the traffic
shaping rate increases is reached.

e The NQA test instance detects that | Retain the traffic shaping rate.
the packet loss ratio is smaller than
the lower threshold in the adaptive
traffic profile.

e No congestion occurs on the
outbound interface of the upstream
device.

The detected packet loss ratio is within | Retain the traffic shaping rate.
the packet loss ratio range in the
adaptive traffic profile.

NQA test fails. Retain the upper threshold for the
traffic shaping rate in the adaptive
traffic profile

(1 NOTE

The adaptive traffic profile can be bound to an NQA test instance. The upstream device
uses the upper threshold for the traffic shaping rate in the adaptive traffic profile if the
adaptive traffic profile is not bound to the NQA test instance.
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3.3 Application Scenarios for Traffic Policing, Traffic
Shaping, and Interface-based Rate Limiting

Traffic Policing

As shown in Figure 3-5, voice, video, and data services are transmitted on an
enterprise network. When a large amount of traffic enters the network side,
congestion may occur due to insufficient bandwidth. Different guaranteed
bandwidth must be provided for the voice, video, and data services, listed in
descending order of priority. In this situation, traffic policing can be configured to
provide the highest guaranteed bandwidth for voice packets and lowest
guaranteed bandwidth for data packets. This configuration ensures preferential
transmission of voice packets when congestion occurs.

Figure 3-5 Networking of traffic policing
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Traffic Shaping

On an enterprise network, the headquarters is connected to branches through
leased lines on an ISP network. Branches connect to the Internet through the
headquarters. If all branches connect to the Internet simultaneously, a large
amount of web traffic sent from the headquarters to the Internet causes network
congestion. As a result, some web traffic is discarded. As shown in Figure 3-6, to
prevent web traffic loss, traffic shaping can be configured before traffic sent from
branches enters the headquarters.
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Figure 3-6 Networking of traffic shaping
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Interface-based Rate Limiting

On the enterprise network shown in Figure 3-7, when a large amount of traffic
enters the network side, congestion may occur due to insufficient bandwidth. To
prevent traffic loss, interface-based rate limiting can be configured on the inbound
interface of the router to limit the rate of traffic sent to the network side. Excess
traffic will be discarded.

Figure 3-7 Networking of interface-based rate limiting
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3.4 Licensing Requirements and Limitations for Traffic
Policing and Traffic Shaping

Involved Network Elements

Other network elements are not required.

Licensing Requirements

Traffic policing and traffic shaping is a basic feature of a router and is not under
license control.

Feature Limitations

If the source interface bound to a tunnel interface is a VLANIF interface or the
source IP address bound to a tunnel interface is the IP address of a VLANIF
interface, the tunnel interface does not support traffic policing or traffic shaping.

3.5 Default Settings for Traffic Policing and Traffic
Shaping

Table 3-1 lists the default settings for traffic policing, and Table 3-2 lists the
default settings for traffic shaping.

Table 3-1 Default settings for traffic policing

Parameter Default Setting
Interface-based traffic Disabled
policing

Flow-based traffic policing Disabled

Table 3-2 Default settings for traffic shaping

Parameter Default Setting
Interface-based traffic Disabled
shaping
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3.6 Configuring Traffic Policing

Pre-configuration Tasks

Interface-based traffic policing allows the device to limit the rate of all service
traffic on an interface. Flow-based traffic policing allows the device to limit the
rate of packets matching traffic classification rules.

Before configuring traffic policing on an interface, configure link layer attributes of
the interface to ensure that the interface works properly.

3.6.1 Configuring Interface-based Traffic Policing

Context

Procedure

Step 1

Step 2

Step 3

Step 4

To limit the incoming and outgoing traffic rate on an interface, configure traffic
policing on the interface. If the rate of received or sent packets exceeds the rate
limit, the device discards excess packets.

(11 NOTE

LAN interfaces of the AR100 series, AR120 series, AR150 series, AR160 series, AR200 series,
AR1220E, AR1220EV, and AR1220EVW do not support interface-based traffic policing.

The 4GE-2S and 4ES2GP-S cards do not support interface-based traffic policing.
The WAN-side traffic policing command can be configured on Layer 2 VE interfaces.
The 4ES2G-S card does not support Layer 2 traffic policing.

Run system-view
The system view is displayed.
(Optional) Run gos overhead layer { link | physics }

A mode is specified for calculating packet lengths during traffic policing or traffic
shaping.

By default, the system counts the physical-layer and link-layer compensation
information in packet lengths during traffic policing or traffic shaping.

Run interface interface-type interface-number [ .subinterface-number ]
The interface or sub-interface view is displayed.

The traffic policing configuration commands on LAN and WAN interfaces are
different. Run the following commands as required.

(11 NOTE

Layer 2 VE interfaces can only configure traffic policing on WAN-side interfaces.

e Configure traffic policing on a WAN interface.

Issue 11 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. 48



Huawei AR Series Access Routers

CLI-based Configuration Guide - QoS

3 Traffic Policing and Traffic Shaping Configuration

On the ART00&AR120&AR150&AR160&AR200 series, run qos car

{ inbound | outbound } [ acl ac/-number | { destination-ip-address |
source-ip-address } range start-ip-address to end-ip-address [ per-
address ] [ time-range time-range-name ] ] cir cir-value [ pir pir-value ]
[ cbs cbs-value pbs pbs-value] [ green { discard | pass [ remark-8021p
8021p-value | remark-dscp dscp-value] } ] [ yellow { discard | pass

[ remark-8021p 8027p-value | remark-dscp dscp-valuel } ] [ red

{ discard | pass [ remark-8021p 8027p-value | remark-dscp dscp-
value] } ]

On the ART00&AR120, AR161, AR161W, AR161G-L, AR161G-U, AR169,
AR169W, AR169G-L, AR169-P-M9, AR169RW-P-M9 and AR169W-P-M9,
run qos car { inbound | outbound } user-set user-set-name cir cir-value
[ cbs cbs-value pbs pbs-value] [ time-range time-range-name] [ green
{ discard | pass [ remark-8021p 8027p-value | remark-dscp dscp-value |
remark-mpls-exp exp-value] } ] [ yellow { discard | pass

[ remark-8021p 8027p-value | remark-dscp dscp-value | remark-mpls-
exp exp-value] } ] [ red { discard | pass [ remark-8021p 8027p-value |
remark-dscp dscp-value | remark-mpls-exp exp-value] } ]

On the AR1200 series, AR2200 series, and AR3200&AR3600 series, run
qgos car { inbound | outbound } [ acl acl-number | { destination-ip-
address | source-ip-address } range start-jp-address to end-jp-address
[ per-address ] [ time-range time-range-name] ] cir cir-value [ pir pir-
value] [ cbs cbs-value pbs pbs-value] [ green { discard | pass

[ remark-8021p 8027p-value | remark-dscp dscp-value | remark-mpls-
exp exp-value] } ] [ yellow { discard | pass [ remark-8021p 8027p-
value | remark-dscp dscp-value | remark-mpls-exp exp-value] } ] [ red
{ discard | pass [ remark-8021p 8027p-value | remark-dscp dscp-value |
remark-mpls-exp exp-value] } ]

(10 NOTE

If you do not specify the CBS and PBS when configuring traffic policing on a WAN
interface, their values are as follows:

- If the PIR is not set or set to the same value as the CIR, the CBS is 188 times the
CIR and the PBS is 313 times the CIR.

- If the PIR is set to a different value than the CIR, the CBS is 125 times the CIR
and the PBS is 125 times the PIR.

When the CBS is smaller than the number of bytes in a packet, the device discards
packets of this type.

Configure traffic policing on a LAN interface.

Run qos car inbound cir cir-value
Traffic policing is configured for all services on an interface.

On the ART00&AR120&ART50&AR160&AR200 series, run qos car

{ inbound | outbound } { acl ac/-number | { destination-ip-address |
source-ip-address } range start-ip-address to end-ip-address [ per-
address ] [ time-range time-range-name 1 } cir cir-value [ pir pir-value ]
[ cbs cbs-value pbs pbs-value] [ green { discard | pass [ remark-8021p
8021p-value | remark-dscp dscp-value] } ] [ yellow { discard | pass

[ remark-8021p 8027p-value | remark-dscp dscp-value] } ] [ red

{ discard | pass [ remark-8021p 8027p-value | remark-dscp dscp-
value] } ]
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{11 NOTE

AR161, AR161W, AR169, AR169W, AR161G-L, AR161G-U, AR169G-L, AR169W-P-M9,
AR169RW-P-M9, and AR169-P-M9 support limiting the service traffic matching a
specified ACL rule or service traffic whose source and destination IP addresses are
within a specified range, but do not support limiting all the service traffic on an
interface.

- On the AR1200 series, AR2200 series, and AR3200&AR3600 series, run
qgos car { inbound | outbound } { acl acl-number | { destination-ip-
address | source-ip-address } range start-jp-address to end-ijp-address
[ per-address ] [ time-range time-range-name] } cir cir-value [ pir pir-
value] [ cbs cbs-value pbs pbs-value] [ green { discard | pass
[ remark-8021p 8027p-value | remark-dscp dscp-value | remark-mpls-
exp exp-value] } ] [ yellow { discard | pass [ remark-8021p 8027p-
value | remark-dscp dscp-value | remark-mpls-exp exp-value] } ] [ red
{ discard | pass [ remark-8021p 8027p-value | remark-dscp dscp-value |
remark-mpls-exp exp-value] } ]

L] NOTE
AR1220E, AR1220EV and AR1220EVW support limiting the service traffic matching a
specified ACL rule or service traffic whose source and destination IP addresses are

within a specified range, but do not support limiting all the service traffic on an
interface.

--—-End

3.6.2 Configuring MQC to Implement Traffic Policing

Context
To control a specific type of traffic in the inbound or outbound direction on an
interface, configure MQC-based traffic policing. MQC-based traffic policing can
implement differentiated services using complex traffic classification. When the
receive or transmit rate of packets matching traffic classification rules exceeds the
rate limit, the device discards the packets.

Procedure

1. Configure a traffic classifier.

a. Run system-view
The system view is displayed.
b. Run traffic classifier classifier-name [ operator { and | or } ]
A traffic classifier is created and the traffic classifier view is displayed.
and indicates that rules are ANDed with each other.
" |f a traffic classifier contains ACL rules, packets match the traffic

classifier only when they match one ACL rule and all the non-ACL
rules.

® |f a traffic classifier does not contain ACL rules, packets match the
traffic classifier only when the packets match all the non-ACL rules.
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or indicates that the relationship between rules is OR. Packets match a
traffic classifier as long as packets match only one rule of the traffic

classifier.

By default, the relationship between rules in a traffic classifier is OR.

¢. Run the following commands as required.

Matching Rule

Command

Outer VLAN ID

if-match vlan-id start-vian-id [ to end-vian-
id]

Inner VLAN IDs in
QinQ packets

if-match cvlan-id start-vian-id [ to end-vian-
id]

802.1p priority in
VLAN packets

if-match 8021p 8027p-value &<1-8>

Inner 802.1p priority
in QinQ packets

if-match cvlan-8021p 8027p-value &<1-8>

EXP priority in MPLS
packets
(AR1200&AR2200&A
R3200&AR3600
series)

if-match mpls-exp exp-value &<1-8>

Destination MAC
address

if-match destination-mac mac-address [ mac-
address-mask mac-address-mask ]

Source MAC address

if-match source-mac mac-address [ mac-
address-mask mac-address-mask ]

DLCI value in FR
packets

if-match dlci start-dilci-number [ to end-dlci-
number ]

DE value in FR
packets

if-match fr-de

Protocol type field
encapsulated in the
Ethernet frame
header

if-match [2-protocol { arp | ip | mpls | rarp |
protocol-value }

All packets

if-match any

DSCP priority in IP
packets

if-match [ ipv6 ] dscp dscp-value &<1-8>
NOTE
If DSCP priority matching is configured in a traffic
policy, the SAE220 (WSIC) and SAE550 (XSIC) cards
do not support redirect ip-nexthop /p-address post-
nat.
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Matching Rule

Command

IP precedence in IP
packets

if-match ip-precedence /p-precedence-value
&<1-8>

NOTE
if-match [ ipv6 ] dscp and if-match ip-precedence
cannot be configured simultaneously in a traffic
classifier where the relationship between rules is
AND.

Layer 3 protocol type

if-match protocol { ip | ipv6 }

QoS group index of
packets

if-match qos-group gos-group-value

IPv4 packet length

if-match packet-length min-length [ to max-
length ]

PVC information in
ATM packets

if-match pvc vpi-number/vci-number

RTP port number

if-match rtp start-port start-port-number
end-port end-port-number

SYN Flag in the TCP
packet header

if-match tcp syn-flag { ack | fin | psh | rst |
syn|urg}’

Inbound interface

if-match inbound-interface /nterface-type
interface-number

Outbound interface

if-match outbound-interface Cellular
interface-number:channel

ACL rule

if-match acl { ac/-number| acl-name}
NOTE

e Before defining a matching rule for traffic
classification based on an ACL, create the ACL.

e To use an ACL in a traffic classifier to match the
source IP address, run the qos pre-nat command
on an interface to configure NAT pre-
classification. NAT pre-classification enables the
NAT-enabled device to carry the private IP
address before translation on the outbound
interface so that the NAT-enabled device can
classify IP packets based on private IP addresses
and provide differentiated services.
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Matching Rule

Command

ACLS6 rule

if-match ipv6 acl { acl-number| acl-name}
NOTE

e Before defining a matching rule for traffic
classification based on an ACL, create the ACL.

e To use an ACL in a traffic classifier to match the
source |IP address, run the qos pre-nat command
on an interface to configure NAT pre-
classification. NAT pre-classification enables the
NAT-enabled device to carry the private IP
address before translation on the outbound
interface so that the NAT-enabled device can
classify IP packets based on private IP addresses
and provide differentiated services.

Application protocol

if-match application application-name [ user-
set user-set-name] [ time-range time-name ]
NOTE
Before defining a matching rule based on an
application protocol, enable Smart Application
Control (SA) and load the signature file.

SA group

if-match category category-name [ user-set
user-set-name] [ time-range time-name ]
NOTE

e Before defining a matching rule based on an
application protocol, enable Smart Application
Control (SA) and load the signature file.

User group

if-match user-set user-set-name [ time-range
time-range-name ]

d. Run quit

Exit from the traffic classifier view.

2. Configure a traffic behavior.

a. Run traffic behavior behavior-name

A traffic behavior is created and the traffic behavior view is displayed, or
the view of an existing traffic behavior is displayed.

b. Run car cir { dir-value | pct cir-percentage} [ pir { pir-value | pct pir-
percentage } ] [ cbs cbs-value pbs pbs-value] [ share ] [ mode { color-
blind | color-aware } ] [ green { discard | pass [ remark-8021p 8027p-
value | remark-dscp dscp-value | remark-mpls-exp exp-value] } ]

[ yellow { discard | pass [ remark-8021p 8027p-value | remark-dscp
dscp-value | remark-mpls-exp exp-value] } ] [ red { discard | pass
[ remark-8021p 8027p-value | remark-dscp dscp-value | remark-mpls-

exp exp-value] } ]

The CAR action is configured.

After share is specified, all the rules in the traffic classifiers bound to the
same traffic behavior share CAR settings. The system aggregates all the
flows and uses CAR to limit the rate of the flows.
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{11 NOTE

e The ART00&AR120&AR150&ART60&AR200 series do not support remark-
mpls-exp exp-value.

e You can run the bandwidth bandwidth-value command in the dialer interface

view to set the base value for the percentage of the CIR set by the pct cir-

percentage parameter. Then the bandwidth percentage and actual bandwidth

can be allocated to different flows on the interface according to the base
value.

(Optional) Run statistic enable

The traffic statistics collection function is enabled.
Run quit

Exit from the traffic behavior view.

(Optional) Run qos overhead layer { link | physics }

A mode is specified for calculating packet lengths during traffic policing
or traffic shaping.

By default, physical-layer and link-layer compensation information is
included in packet lengths during traffic policing or traffic shaping.

Run quit
Exit from the system view.

3. Configure a traffic policy.

a.

Run system-view
The system view is displayed.
Run traffic policy policy-name

A traffic policy is created and the traffic policy view is displayed, or the
view of an existing traffic policy is displayed.

By default, no traffic policy is created in the system.

Run classifier classifier-name behavior behavior-name [ precedence
precedence-value ]

A traffic behavior is bound to a traffic classifier in a traffic policy.

By default, no traffic classifier or traffic behavior is bound to a traffic
policy.

Run quit

Exit from the traffic policy view.

Run quit

Exit from the system view.

4.  Apply the traffic policy.

Apply the traffic policy to an interface.
i.  Run system-view
The system view is displayed.

ii. Run interface interface-type interface-number.subinterface-
number ]

The interface view is displayed.
iii. Run traffic-policy policy-name { inbound | outbound }
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The traffic policy is applied to the inbound or outbound direction on
the interface.

By default, no traffic policy is applied to an interface.

- Apply the traffic policy to an interzone.
{10 NOTE

Only the ART00&AR120&AR150&ART60&AR200 series routers support this
configuration.

Run system-view

The system view is displayed.

Run firewall interzone zone-namei zone-name2

An interzone is created and the interzone view is displayed.
By default, no interzone is created.

You must specify two existing zones for the interzone.

Run traffic-policy policy-name

The traffic policy is bound to the interzone.

By default, no traffic policy is bound to an interzone.

- Apply the traffic policy to a BD.
{10 NOTE

Only the ART100&AR120&AR150&ART60&AR200&AR1200 series routers and the
AR2220E support this configuration.

Run system-view

The system view is displayed.

Run bridge-domain bd-id

A BD is created and the BD view is displayed.

By default, no BD is created.

Run traffic-policy policy-name { inbound | outbound }
The traffic policy is applied to the BD.

By default, no traffic policy is applied to a BD.

- Apply the traffic policy in the system view.

Run system-view
The system view is displayed.

Run traffic-policy policy-name global bind interface { /interface-
type interface-number }&<1-16>

The traffic policy is applied to the system and bound to the interface.

By default, no traffic policy is applied to the system or bound to any
interface of an AR.
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(11 NOTE

Classifiers in a global traffic policy cannot be used to match the EXP field of
MPLS packets or applied to IPv6 packets. The remark mpls-exp action cannot
be configured in a global traffic policy.

If an interface-based traffic policy is applied to the interface where a global
traffic policy is applied, the traffic policies take effect according to the following
rules:

e |If the redirecting action is configured in both traffic policies, only the
redirecting behavior in the interface-based traffic policy is valid.

° In other cases, the device executes the traffic behavior in the interface-
based traffic policy and then the traffic behavior in the global traffic policy.

3.6.3 Verifying the Traffic Policing Configuration

Procedure

Run the display traffic behavior { system-defined | user-defined }
[ behavior-name ] command to check the traffic behavior configuration.

Run the display traffic classifier { system-defined | user-defined }
[ classifier-name ] command to check the traffic classifier configuration.

Run the display traffic policy user-defined [ policy-name [ classifier
classifier-name ] ] command to check the traffic policy configuration.

Run the display traffic-policy applied-record [ policy-name] command to
check the record of a traffic policy that has been applied.

Run the display qos car statistics interface interface-type interface-number
{inbound | outbound } or display qos car statistics interface { virtual-
template vi-number virtual-access va-number} { inbound | outbound }
command to check statistics about packets forwarded and discarded on an
interface.

--—-End

3.7 Configuring Traffic Shaping

Pre-configuration Tasks

Traffic shaping enables the device to send outgoing traffic at an even rate and
reduces the number of discarded packets that exceed the CIR.

Before configuring traffic shaping on an interface, configure link layer attributes of
the interface to ensure that the interface works properly.

3.7.1 Configuring Interface-based Traffic Shaping

Context

To limit the rate of outgoing traffic on an interface, configure interface-based
traffic shaping. When the packet rate exceeds the traffic shaping rate, excess
packets enter the buffer queue. When there are sufficient tokens in the token
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Procedure

Step 1

Step 2

Step 3

Step 4

bucket, the device forwards the buffered packets at an even rate. When the buffer
queue is full, the device discards the buffered packets.

Run system-view
The system view is displayed.
(Optional) Run qos overhead layer { link | physics }

A mode for calculating the packet length during traffic policing or traffic shaping
is configured.

By default, physical-layer and link-layer compensation information is included in
packet lengths during traffic policing or traffic shaping.

Run interface interface-type interface-number [ .subinterface-number ]
The interface or sub-interface view is displayed.
Run gos gts cir cir-value [ cbs cbs-value]
Traffic shaping is configured.
By default, traffic shaping is not performed on an interface.
(11 NOTE

e Layer 2 interfaces on AR100 series, AR120 series, AR150 series, AR160 series, AR200 series,
AR1200 series do not support the qos gts command.

e The 9ES2, 4GE-2S, 4ES2G-S, and 4ES2GP-S cards do not support the qos gts command.

--—-End

3.7.2 Configuring Interface-based Adaptive Traffic Shaping

Context

When the inbound interface rate on the downstream device is variable and lower
than the outbound interface rate on the upstream device, configure adaptive
traffic shaping on the outbound interface of the upstream device to reduce
congestion and packet loss.

Adaptive traffic shaping is implemented by associating an NQA test instance with
an adaptive traffic profile on the upstream device. The NQA test instance detects
the packet loss ratio on the downstream device, and the upstream device
dynamically adjusts traffic shaping parameters based on the packet loss ratio as
follows:

e  Reduces the traffic shaping rate when the NQA test instance detects that the
packet loss ratio is larger than the upper threshold in the adaptive traffic
profile.

e Increases the traffic shaping rate when all the following conditions are met:

- The NQA test instance detects that the packet loss ratio is lower than the
lower threshold in the adaptive traffic profile.
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- Congestion occurs on the outbound interface of the upstream device.
- The interval for increasing the traffic shaping rate is reached.
e Retains the traffic shaping rate in one of the following scenarios:

- The NQA test instance detects that the packet loss ratio is smaller than
the lower threshold in the adaptive traffic profile and no congestion
occurs on the outbound interface of the upstream device.

- The detected packet loss ratio is within the packet loss ratio range in the
adaptive traffic profile.

e Uses the upper threshold for the traffic shaping rate in the adaptive traffic
profile when the NQA test fails.

e Uses the upper threshold for the traffic shaping rate in the adaptive traffic
profile when the adaptive traffic profile is not bound to any NQA test
instance.

Procedure

Step 1 Configure an adaptive traffic profile.
1. Run system-view

The system view is displayed.
2. (Optional) Run gos overhead layer { link | physics }

A mode is specified for calculating packet lengths during traffic policing or
traffic shaping.

By default, the system counts the physical-layer and link-layer compensation
information in packet lengths during traffic policing or traffic shaping.

3. Run qos adaptation-profile adaptation-profile-name

An adaptive traffic profile is created and its view is displayed.

4. Run rate-range low-threshold /low-threshold-value high-threshold high-
threshold-value

The traffic shaping rate range is set.
5. (Optional) Run rate-adjust step step

The traffic shaping rate change step is set.
6. (Optional) Run rate-adjust increase interval /nterval-value

The interval for increasing the traffic shaping rate is set.

7. (Optional) Run rate-adjust loss low-threshold /low-threshold-percentage
high-threshold high-threshold-percentage

The packet loss ratio range is set.
8. Run track nqa admin-name test-name

An NQA test instance is bound to the adaptive traffic profile.
(10 NOTE

When configuring an NQA test instance, ensure that NQA packets can enter high-
priority queues so that they are not discarded in the case of heavy traffic.
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Step 2

9. Run quit
Exit from the adaptive traffic profile.

Apply the adaptive traffic profile.
1. Run interface interface-type interface-numberi.subinterface-number]

The interface or sub-interface view is displayed.
2. Run qos gts adaptation-profile adaptation-profile-name

The adaptive traffic profile is applied to the interface or sub-interface.

--—-End

3.7.3 Configuring Queue-based Traffic Shaping

Context

Procedure

Step 1

Step 2

Step 3

Step 4

To shape packets in each queue on an interface, configure a queue profile and
apply it to the interface. The packets received on an interface enter different
queues based on priority mapping. The device provides differentiated services by
setting different traffic shaping parameters for queues with different priorities.

L] NOTE
e Layer 2 interfaces on the AR100&AR120serise, AR161, ART61EW, AR161EW-M1, AR161G-L,
AR161G-Lc, AR161G-U, AR161W, AR169, AR169CVW, AR169CVW-4B4S, AR169JFVW-4B4S,
AR169JFVW-2S, ART169EGW-L, AR169EW, AR169G-L, AR169-P-M9, AR169RW-P-M9, AR169W-

P-M9, AR1220C, AR1220F, AR1220E, AR1220EV, AR1220EVW and AR1220-8GE do not
support the qos queue-profile (interface view) command.

e The 9ES2, 4GE-2S, 4ES2G-S, and 4ES2GP-S cards do not support the qos queue-profile
(interface view) command.

Run system-view
The system view is displayed.
(Optional) Run qos overhead layer { link | physics }

A mode is specified for calculating packet lengths during traffic policing or traffic
shaping.

By default, the system counts the physical-layer and link-layer compensation
information in packet lengths during traffic policing or traffic shaping.

Run gos queue-profile gueue-profile-name
A queue profile is created and its view is displayed.

Run queue { start-queue-index [ to end-queue-index] } &<1-10> length { bytes
bytes-value | packets packets-value ¥

The length of a queue is set.
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(11 NOTE

Interfaces on the 4GE-2S, 4ES2G-S, 4ES2GP-S and 9ES2 cards do not support the queue
length command.

Layer 2 FE interfaces on the AR150&AR200 series do not support the queue length
command.

Layer 2 GE interfaces on the AR100&AR120&AR160 series do not support the queue length
command.

FE interfaces on the SRU of the AR1200 series do not support the queue length command.

Step 5 Run queue { start-queue-index [ to end-queue-index] } &<1-10> gts cir cir-value
[ cbs cbs-value ]

Queue-based traffic shaping is configured.
By default, queue-based traffic shaping is not performed.
Step 6 Run quit
Exit from the queue profile view.
Step 7 Run interface interface-type interface-number{ subinterface-number]
The interface or sub-interface view is displayed.
Step 8 Run qos queue-profile gueue-profile-name
The queue profile is applied to the interface or sub-interface.

--—-End

3.7.4 Configuring MQC to Implement Traffic Shaping

Background

Modular QoS command-Line interface (MQC) can implement traffic shaping for a
specific type of traffic using a traffic policy. A traffic policy can be applied to
different interfaces. When the rate of packets matching the specified traffic
classifier exceeds the rate limit, the device buffers the excess packets. When there
are sufficient tokens in the token bucket, the device forwards the buffered packets
at an even rate. When the buffer queue is full, the device discards the buffered
packets. MQC-based traffic shaping enables the device to identify different service
flows using traffic classifiers and provide differentiated services on a per flow
basis.

(11 NOTE

A traffic policy containing a traffic shaping behavior can be applied to the outbound
direction on a WAN interface and layer 2 VE interface.

Procedure
1. Configure a traffic classifier.

a. Run system-view
The system view is displayed.
b. Run traffic classifier classifier-name [ operator { and | or } ]
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A traffic classifier is created and the traffic classifier view is displayed.

and indicates that rules are ANDed with each other.

® |f a traffic classifier contains ACL rules, packets match the traffic
classifier only when they match one ACL rule and all the non-ACL

rules.

" |f a traffic classifier does not contain ACL rules, packets match the
traffic classifier only when the packets match all the non-ACL rules.

or indicates that the relationship between rules is OR. Packets match a
traffic classifier as long as packets match only one rule of the traffic

classifier.

By default, the relationship between rules in a traffic classifier is OR.

Run the following commands as required.

Matching Rule

Command

Outer VLAN ID

if-match vlan-id start-vian-id [ to end-vian-
id]

Inner VLAN IDs in
QinQ packets

if-match cvlan-id start-vian-id [ to end-vian-
id]

802.1p priority in
VLAN packets

if-match 8021p 8027p-value &<1-8>

Inner 802.1p priority
in QinQ packets

if-match cvlan-8021p 8027p-value &<1-8>

EXP priority in MPLS
packets
(AR1200&AR2200&A
R3200&AR3600
series)

if-match mpls-exp exp-value &<1-8>

Destination MAC
address

if-match destination-mac mac-address [ mac-
address-mask mac-address-mask ]

Source MAC address

if-match source-mac mac-address [ mac-
address-mask mac-address-mask ]

DLCI value in FR
packets

if-match dlci start-dlci-number [ to end-dici-
number ]

DE value in FR
packets

if-match fr-de

Protocol type field
encapsulated in the
Ethernet frame
header

if-match [2-protocol { arp | ip | mpls | rarp |
protocol-value '}

All packets

if-match any
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Matching Rule

Command

DSCP priority in IP
packets

if-match [ ipv6 ] dscp dscp-value &<1-8>
NOTE
If DSCP priority matching is configured in a traffic
policy, the SAE220 (WSIC) and SAE550 (XSIC) cards

do not support redirect ip-nexthop /p-address post-
nat.

IP precedence in IP
packets

if-match ip-precedence /p-precedence-value
&<1-8>

NOTE
if-match [ ipv6 ] dscp and if-match ip-precedence
cannot be configured simultaneously in a traffic
classifier where the relationship between rules is
AND.

Layer 3 protocol type

if-match protocol { ip | ipv6 }

QoS group index of
packets

if-match qos-group gos-group-value

IPv4 packet length

if-match packet-length min-length [ to max-
length ]

PVC information in
ATM packets

if-match pvc vpi-number/vci-number

RTP port number

if-match rtp start-port start-port-number
end-port end-port-number

SYN Flag in the TCP
packet header

if-match tcp syn-flag { ack | fin | psh | rst |
syn|urg}”

Inbound interface

if-match inbound-interface /nterface-type
interface-number

Outbound interface

if-match outbound-interface Cellular
interface-number:channel

ACL rule

if-match acl { acl-number| acl-name}
NOTE

e Before defining a matching rule for traffic
classification based on an ACL, create the ACL.

e To use an ACL in a traffic classifier to match the
source IP address, run the qos pre-nat command
on an interface to configure NAT pre-
classification. NAT pre-classification enables the
NAT-enabled device to carry the private IP
address before translation on the outbound
interface so that the NAT-enabled device can
classify IP packets based on private IP addresses
and provide differentiated services.

Issue 11 (2024-08-30)

Copyright © Huawei Technologies Co., Ltd. 62



Huawei AR Series Access Routers
CLI-based Configuration Guide - QoS

3 Traffic Policing and Traffic Shaping Configuration

Matching Rule

Command

ACLS6 rule

if-match ipv6 acl { acl-number| acl-name}
NOTE

e Before defining a matching rule for traffic
classification based on an ACL, create the ACL.

e To use an ACL in a traffic classifier to match the
source |IP address, run the qos pre-nat command
on an interface to configure NAT pre-
classification. NAT pre-classification enables the
NAT-enabled device to carry the private IP
address before translation on the outbound
interface so that the NAT-enabled device can
classify IP packets based on private IP addresses
and provide differentiated services.

Application protocol

if-match application application-name [ user-
set user-set-name] [ time-range time-name ]
NOTE
Before defining a matching rule based on an
application protocol, enable Smart Application
Control (SA) and load the signature file.

SA group

if-match category category-name [ user-set
user-set-name] [ time-range time-name ]
NOTE

e Before defining a matching rule based on an
application protocol, enable Smart Application
Control (SA) and load the signature file.

User group

if-match user-set user-set-name [ time-range
time-range-name ]

d. Run quit

Exit from the traffic classifier view.

2. Configure a traffic behavior.

a. Run traffic behavior behavior-name

A traffic behavior is created and its view is displayed.

b. Run gts cir { cir-value [ cbs cbs-value] | pct pct-value } [ queue-length

queue-length ]

Traffic shaping is configured.

c. (Optional) Run statistic enable

Traffic statistics collection is enabled.

d. Run quit

Exit from the traffic behavior view.

e. (Optional) Run gos overhead layer { link | physics }

A mode is specified for calculating packet lengths during traffic policing

or traffic shaping.
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By default, the system counts the physical-layer and link-layer
compensation information in packet lengths during traffic policing or
traffic shaping.

Run quit
Exit from the system view.

Configure a traffic policy.

a.

Run system-view
The system view is displayed.
Run traffic policy policy-name

A traffic policy is created and the traffic policy view is displayed, or the
view of an existing traffic policy is displayed.

By default, no traffic policy is created in the system.

Run classifier classifier-name behavior behavior-name [ precedence
precedence-value ]

A traffic behavior is bound to a traffic classifier in a traffic policy.

By default, no traffic classifier or traffic behavior is bound to a traffic
policy.

Run quit

Exit from the traffic policy view.

Run quit

Exit from the system view.

Apply the traffic policy.

Apply the traffic policy to an interface.

i.  Run system-view
The system view is displayed.

ii. Run interface interface-type interface-numberi.subinterface-
number ]

The interface view is displayed.
iii. Run traffic-policy policy-name { inbound | outbound }

The traffic policy is applied to the inbound or outbound direction on
the interface.

By default, no traffic policy is applied to an interface.
Apply the traffic policy to an interzone.

(11 NOTE

Only the ART100&AR120&AR150&ART60&AR200 series routers support this
configuration.

i.  Run system-view
The system view is displayed.
ii. Run firewall interzone zone-name1 zone-name2
An interzone is created and the interzone view is displayed.
By default, no interzone is created.
You must specify two existing zones for the interzone.
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Run traffic-policy policy-name
The traffic policy is bound to the interzone.
By default, no traffic policy is bound to an interzone.

- Apply the traffic policy to a BD.
{11 NOTE

Only the AR100&AR120&AR150&AR160&AR200&AR1200 series routers and the
AR2220E support this configuration.

Run system-view

The system view is displayed.

Run bridge-domain bd-id

A BD is created and the BD view is displayed.

By default, no BD is created.

Run traffic-policy policy-name { inbound | outbound }
The traffic policy is applied to the BD.

By default, no traffic policy is applied to a BD.

- Apply the traffic policy in the system view.

Run system-view
The system view is displayed.

Run traffic-policy policy-name global bind interface { /interface-
type interface-number }&<1-16>

The traffic policy is applied to the system and bound to the interface.

By default, no traffic policy is applied to the system or bound to any
interface of an AR.

(11 NOTE

Classifiers in a global traffic policy cannot be used to match the EXP field of
MPLS packets or applied to IPv6 packets. The remark mpls-exp action cannot
be configured in a global traffic policy.

If an interface-based traffic policy is applied to the interface where a global
traffic policy is applied, the traffic policies take effect according to the following
rules:

e |If the redirecting action is configured in both traffic policies, only the
redirecting behavior in the interface-based traffic policy is valid.

° In other cases, the device executes the traffic behavior in the interface-
based traffic policy and then the traffic behavior in the global traffic policy.

3.7.5 Configuring MQC to Implement Adaptive Traffic Shaping

When the outgoing traffic rate needs to be limited on an upstream device but the
inbound interface rate on the downstream device is variable, configure MQC to
implement adaptive traffic shaping on the outbound interface of the upstream
device. When the rate of packets matching the specified traffic classifier exceeds
the rate limit, the upstream device buffers excess packets. When there are
sufficient tokens in the token bucket, the device forwards the buffered packets at
an even rate. When the buffer queue is full, the device discards the buffered
packets. MQC-based adaptive traffic shaping enables the device to identify
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Procedure

different service flows using traffic classifiers and provide differentiated services
on a per flow basis.

Adaptive traffic shaping is implemented by associating an NQA test instance with
an adaptive traffic profile on the upstream device. The NQA test instance detects
the packet loss ratio on the downstream device, and the upstream device
dynamically adjusts traffic shaping parameters based on the packet loss ratio as
follows:

e Reduces the traffic shaping rate when the NQA test instance detects that the
packet loss ratio is larger than the upper threshold in the adaptive traffic
profile.

e Increases the traffic shaping rate when all the following conditions are met:

- The NQA test instance detects that the packet loss ratio is lower than the
lower threshold in the adaptive traffic profile.

- Congestion occurs on the outbound interface of the upstream device.
- The interval for increasing the traffic shaping rate is reached.
e  Retains the traffic shaping rate in one of the following scenarios:

- The NQA test instance detects that the packet loss ratio is smaller than
the lower threshold in the adaptive traffic profile and no congestion
occurs on the outbound interface of the upstream device.

- The detected packet loss ratio is within the packet loss ratio range in the
adaptive traffic profile.

e Uses the upper threshold for the traffic shaping rate in the adaptive traffic
profile when the NQA test fails.

e Uses the upper threshold for the traffic shaping rate in the adaptive traffic
profile when the adaptive traffic profile is not bound to any NQA test
instance.

After an adaptive traffic profile is bound to a traffic behavior, associate the traffic
behavior with a traffic classifier in a traffic policy and apply the traffic policy to an
interface. Then parameters in the adaptive traffic profile take effect on the
interface.

(11 NOTE

A traffic policy containing an adaptive traffic shaping behavior can be applied to the
outbound direction on a WAN interface or layer 2 VE interfaces.

1. Configure an adaptive traffic profile.

a. Run system-view
The system view is displayed.
b. Run gos adaptation-profile adaptation-profile-name
An adaptive traffic profile is created and its view is displayed.

¢. Run rate-range low-threshold /ow-threshold-value high-threshold high-
threshold-value

The traffic shaping rate range is set.
d. (Optional) Run rate-adjust step step
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The traffic shaping rate adaptation step is set.
e. (Optional) Run rate-adjust increase interval /nterval-value
The interval for increasing the traffic shaping rate is set.

f.  (Optional) Run rate-adjust loss low-threshold low-threshold-percentage
high-threshold high-threshold-percentage

The packet loss ratio range is set.
g. Run track nqa admin-name test-name
An NQA test instance is bound to the adaptive traffic profile.

L] NOTE
When configuring an NQA test instance, ensure that NQA packets can enter
high-priority queues so that they are not discarded in the case of heavy traffic.
h. Run quit
Exit from the adaptive traffic profile.
i. Run quit
Exit from the system view.
2. Configure a traffic classifier.

a. Run system-view
The system view is displayed.
b. Run traffic classifier classifier-name [ operator { and | or } ]
A traffic classifier is created and the traffic classifier view is displayed.
and indicates that rules are ANDed with each other.
® |If a traffic classifier contains ACL rules, packets match the traffic

classifier only when they match one ACL rule and all the non-ACL
rules.

= |f a traffic classifier does not contain ACL rules, packets match the
traffic classifier only when the packets match all the non-ACL rules.

or indicates that the relationship between rules is OR. Packets match a
traffic classifier as long as packets match only one rule of the traffic
classifier.

By default, the relationship between rules in a traffic classifier is OR.
¢. Run the following commands as required.

Matching Rule Command

Outer VLAN ID if-match vlan-id start-vian-id [ to end-vian-
id]

Inner VLAN IDs in if-match cvlan-id start-vian-id [ to end-vian-

QinQ packets id]

802.1p priority in if-match 8021p 8027p-value &<1-8>

VLAN packets

Inner 802.1p priority | if-match cvlan-8021p 8027p-value &<1-8>

in QinQ packets
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Matching Rule

Command

EXP priority in MPLS
packets
(AR1200&AR2200&A
R3200&AR3600
series)

if-match mpls-exp exp-value &<1-8>

Destination MAC
address

if-match destination-mac mac-address [ mac-
address-mask mac-address-mask ]

Source MAC address

if-match source-mac mac-address [ mac-
address-mask mac-address-mask ]

DLCI value in FR
packets

if-match dlci start-dlci-number [ to end-dlci-
number ]

DE value in FR
packets

if-match fr-de

Protocol type field
encapsulated in the
Ethernet frame
header

if-match [2-protocol { arp | ip | mpls | rarp |
protocol-value }

All packets

if-match any

DSCP priority in IP
packets

if-match [ ipv6 ] dscp dscp-value &<1-8>
NOTE
If DSCP priority matching is configured in a traffic
policy, the SAE220 (WSIC) and SAE550 (XSIC) cards

do not support redirect ip-nexthop /p-address post-
nat.

IP precedence in IP
packets

if-match ip-precedence /p-precedence-value
&<1-8>

NOTE
if-match [ ipv6 ] dscp and if-match ip-precedence
cannot be configured simultaneously in a traffic
classifier where the relationship between rules is
AND.

Layer 3 protocol type

if-match protocol { ip | ipv6 }

QoS group index of
packets

if-match qos-group gos-group-value

IPv4 packet length

if-match packet-length min-length [ to max-
length ]

PVC information in
ATM packets

if-match pvc vpi-numberfvci-number

RTP port number

if-match rtp start-port start-port-number
end-port end-port-number
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Matching Rule

Command

SYN Flag in the TCP
packet header

if-match tcp syn-flag { ack | fin | psh | rst |
syn|urg}”

Inbound interface

if-match inbound-interface /nterface-type
interface-number

Outbound interface

if-match outbound-interface Cellular
interface-number:channel

ACL rule

if-match acl { ac/-number| acl-name}
NOTE

e Before defining a matching rule for traffic
classification based on an ACL, create the ACL.

e To use an ACL in a traffic classifier to match the
source IP address, run the qos pre-nat command
on an interface to configure NAT pre-
classification. NAT pre-classification enables the
NAT-enabled device to carry the private IP
address before translation on the outbound
interface so that the NAT-enabled device can
classify IP packets based on private IP addresses
and provide differentiated services.

ACLS6 rule

if-match ipv6 acl { ac/-number| acl-name}
NOTE

e Before defining a matching rule for traffic
classification based on an ACL, create the ACL.

e To use an ACL in a traffic classifier to match the
source IP address, run the qos pre-nat command
on an interface to configure NAT pre-
classification. NAT pre-classification enables the
NAT-enabled device to carry the private IP
address before translation on the outbound
interface so that the NAT-enabled device can
classify IP packets based on private IP addresses
and provide differentiated services.

Application protocol

if-match application application-name [ user-
set user-set-name] [ time-range time-name ]
NOTE

Before defining a matching rule based on an

application protocol, enable Smart Application
Control (SA) and load the signature file.

SA group

if-match category category-name [ user-set
user-set-name] [ time-range time-name ]
NOTE

e Before defining a matching rule based on an
application protocol, enable Smart Application
Control (SA) and load the signature file.

User group

if-match user-set user-set-name [ time-range
time-range-name ]
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d.

Run quit
Exit from the traffic classifier view.

Configure a traffic behavior.

a.

Run traffic behavior behavior-name

A traffic behavior is created and its view is displayed.

Run gts adaptation-profile adaptation-profile-name

An adaptive traffic profile is bound to the traffic behavior.

(11 NOTE

The adaptive traffic profile must have been created and configured.
(Optional) Run statistic enable
Traffic statistics collection is enabled.
Run quit
Exit from the traffic behavior view.
(Optional) Run qos overhead layer { link | physics }

A mode is specified for calculating packet lengths during traffic policing
or traffic shaping.

By default, the system counts the physical-layer and link-layer
compensation information in packet lengths during traffic policing or
traffic shaping.

Run quit
Exit from the system view.

Configure a traffic policy.

a.

Run system-view
The system view is displayed.
Run traffic policy policy-name

A traffic policy is created and the traffic policy view is displayed, or the
view of an existing traffic policy is displayed.

By default, no traffic policy is created in the system.

Run classifier classifier-name behavior behavior-name [ precedence
precedence-value ]

A traffic behavior is bound to a traffic classifier in a traffic policy.

By default, no traffic classifier or traffic behavior is bound to a traffic
policy.

Run quit

Exit from the traffic policy view.

Run quit

Exit from the system view.

Apply the traffic policy.

Apply the traffic policy to an interface.

i.  Run system-view
The system view is displayed.
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Run interface /nterface-type interface-numberi.subinterface-
number ]

The interface view is displayed.
Run traffic-policy policy-name { inbound | outbound }

The traffic policy is applied to the inbound or outbound direction on
the interface.

By default, no traffic policy is applied to an interface.

Apply the traffic policy to an interzone.
(1O NOTE

Only the ART100&AR120&AR150&ART60&AR200 series routers support this
configuration.

Run system-view

The system view is displayed.

Run firewall interzone zone-name1 zone-name2

An interzone is created and the interzone view is displayed.
By default, no interzone is created.

You must specify two existing zones for the interzone.

Run traffic-policy policy-name

The traffic policy is bound to the interzone.

By default, no traffic policy is bound to an interzone.

Apply the traffic policy to a BD.
{10 NOTE

Only the ART100&AR120&AR150&ART60&AR200&AR1200 series routers and the
AR2220E support this configuration.

Run system-view

The system view is displayed.

Run bridge-domain bd-id

A BD is created and the BD view is displayed.

By default, no BD is created.

Run traffic-policy policy-name { inbound | outbound }
The traffic policy is applied to the BD.

By default, no traffic policy is applied to a BD.

Apply the traffic policy in the system view.

Run system-view
The system view is displayed.

Run traffic-policy policy-name global bind interface { /interface-
type interface-number }&<1-16>

The traffic policy is applied to the system and bound to the interface.

By default, no traffic policy is applied to the system or bound to any
interface of an AR.
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(11 NOTE

Classifiers in a global traffic policy cannot be used to match the EXP field of
MPLS packets or applied to IPv6 packets. The remark mpls-exp action cannot
be configured in a global traffic policy.

If an interface-based traffic policy is applied to the interface where a global
traffic policy is applied, the traffic policies take effect according to the following
rules:

e If the redirecting action is configured in both traffic policies, only the
redirecting behavior in the interface-based traffic policy is valid.

° In other cases, the device executes the traffic behavior in the interface-
based traffic policy and then the traffic behavior in the global traffic policy.

3.7.6 Verifying the Traffic Shaping Configuration

Procedure

e Run the display qos queue-profile [ gueue-profile-name ] command to
check the queue profile configuration.

e Check the traffic shaping configuration in the traffic behavior view.

Run the display traffic behavior { system-defined | user-defined }
[ behavior-name ] command to check the traffic behavior configuration.

Run the display traffic classifier { system-defined | user-defined }
[ classifier-name ] command to check the traffic classifier configuration.

Run the display traffic policy user-defined [ policy-name [ classifier
classifier-name ] 1 command to check the traffic policy configuration.

Run the display traffic-policy applied-record [ policy-name ] command
to check the traffic policy record.

e Check the adaptive traffic profile configuration.

--—-End

Run the display qos adaptation-profile [ adaptation-profile-name ]
command to check the adaptive traffic profile configuration.

Run the display qos adaptation-profile adaptation-profile-name
[ interface /nterface-type interface-number] applied-record command
to check the adaptive traffic profile record.

3.8 Configuring Rate Limiting on a Physical Interface

Pre-configuration Tasks

WAN-side physical interfaces support rate limiting. You can limit the rate of
outgoing packets on a WAN-side physical interface by setting the percentage of
traffic against the interface bandwidth.

Before configuring rate limiting on a physical interface, configure link layer
attributes of the interface to ensure that the interface works properly.
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Procedure

Step 1

Step 2

Step 3

Step 4

Run system-view
The system view is displayed.
(Optional) Run qos overhead layer { link | physics }

A mode is specified for calculating packet lengths during traffic policing or traffic
shaping.

By default, the system counts the physical-layer and link-layer compensation
information in packet lengths during traffic policing or traffic shaping.

Run interface interface-type interface-number

The interface view is displayed.

Run qgos lr pct pct-value [ cbs cbs-value]

The percentage of the traffic rate against the interface bandwidth is set.

By default, the percentage of traffic rate against the interface bandwidth is 100.

L] NOTE
Rate limiting will not take effect until queue scheduling is configured.

--—-End

Verifying the Configuration

e Run the display this command on the interface to check the rate limiting
configuration.

3.9 Maintaining Traffic Policing and Traffic Shaping

3.9.1 Displaying Traffic Statistics

Context

Procedure

Before checking flow-based traffic statistics, ensure that a traffic policy has been
created and has defined the traffic statistics action.

e Run the display traffic policy statistics interface /nterface-type interface-
number [ pvc vpi-numberfvci-number | dlci dlic-number] { inbound |
outbound } [ verbose { classifier-base | rule-base } [ class classifier-name
[ son-class son-class-name] ] ] or display traffic policy statistics interface
virtual-template vi-number virtual-access va-number{ inbound |
outbound } [ verbose { classifier-base | rule-base } [ class classifier-name
[ son-class son-class-name] ] ] command to check flow-based traffic
statistics.
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e Run the display qos queue statistics interface /interface-type interface-
number [ queue gueue-index] or display qos queue statistics interface
virtual-template vi-number virtual-access va-number [ queue gueue-
index] command to check traffic statistics in a queue on an interface.

--—-End

3.9.2 Clearing Traffic Statistics

Context

Procedure

NOTICE

The cleared flow-based traffic statistics cannot be restored. Exercise caution when
you run the reset command.

e Run the reset traffic policy statistics interface /nterface-type interface-
number [ pvc vpi-number/vci-number | dlci dlic-number] { inbound |
outbound } or reset traffic policy statistics interface virtual-template v¢-
number virtual-access va-number { inbound | outbound } command to clear
statistics on packets matching a traffic policy on an interface.

e Run the reset qos queue statistics interface /nterface-type interface-number
[ queue queue-index ] or reset qos queue statistics interface { virtual-
template vi-number virtual-access va-number} [ queue gueue-index ]
command to clear traffic statistics in a queue on an interface.

--—-End

3.10 Configuration Examples for Traffic Policing and
Traffic Shaping

3.10.1 Example for Configuring Traffic Policing

Networking Requirements

As shown in Figure 3-8, voice, video, and data services on the LAN of the
enterprise belong to VLAN10, VLAN20, and VLAN3O respectively. The services are
transmitted to Eth2/0/0 of RouterA through the switch, and are then transmitted
to the WAN through GE3/0/0 of RouterA.

Flow-based traffic policing needs to be performed for different service packets on
RouterA to limit the rate of each service flow within a proper range, so that
bandwidth can be ensured for each service. Interface-based traffic policing needs
to be performed for all incoming traffic on Eth2/0/0 so that the total traffic rate of
the enterprise is limited within a proper range.
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Figure 3-8 Networking diagram of traffic policing

Switch RouterA RouterB

VLAN 30

Data

Configuration Roadmap

Procedure

Step 1

The following configurations are performed on the Router. The configuration
roadmap is as follows:

1.

Create VLANs and VLANIF interfaces on RouterA and configure physical
interfaces to ensure that enterprise users can access the WAN through
RouterA.

Configure traffic classifiers on RouterA to classify packets based on VLAN IDs.

Configure traffic behaviors on RouterA to perform traffic policing for different
service flows from the enterprise.

Configure a traffic policy on RouterA, associate the traffic behaviors with
traffic classifiers in the traffic policy, and apply the traffic policy to the
inbound direction of the interface on RouterA connected to the switch.

Configure interface-based traffic policing in the inbound direction of the
interface on RouterA connected to the switch to limit the rate of all the
packets.

Configure VLANs and interfaces.

# Create VLAN10, VLAN20, and VLAN30 on RouterA.

<Huawei> system-view
[Huawei] sysname RouterA
[RouterA] vlan batch 10 20 30

# Configure Eth2/0/0 as a trunk interface and allow packets from VLAN10,
VLAN20, and VLAN3O0 to pass through.
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Step 2

Step 3

Step 4

[RouterA] interface ethernet 2/0/0

[RouterA-Ethernet2/0/0] port link-type trunk
[RouterA-Ethernet2/0/0] port trunk allow-pass vlan 10 20 30
[RouterA-Ethernet2/0/0] quit

(11 NOTE

Configure the interface on the switch connected to RouterA as a trunk interface and allow
packets from VLAN 10, VLAN 20, and VLAN 30 to pass through.

# Create VLANIF10, VLANIF20, and VLANIF30, and assign IP addresses
192.168.1.1/24, 192.168.2.1/24, and 192.168.3.1/24 to VLANIF 10, VLANIF20, and
VLANIF30 respectively.

[RouterA] interface vlanif 10
[RouterA-Vlanif10] ip address 192.168.1.1 24
[RouterA-Vlanif10] quit

[RouterA] interface vlanif 20
[RouterA-Vlanif20] ip address 192.168.2.1 24
[RouterA-Vlanif20] quit

[RouterA] interface vlanif 30
[RouterA-Vlanif30] ip address 192.168.3.1 24
[RouterA-Vlanif30] quit

# Set the IP address of GE3/0/0 to 192.168.4.1/24.

[RouterA] interface gigabitethernet 3/0/0
[RouterA-GigabitEthernet3/0/0] ip address 192.168.4.1 24
[RouterA-GigabitEthernet3/0/0] quit

# Configure RouterB and ensure that there are reachable routes between RouterB
and RouterA.

Configure traffic classifiers.

# Configure traffic classifiers c1, c2, and ¢3 on RouterA to match different service
flows from the enterprise based on VLAN IDs.

[RouterA] traffic classifier c1
[RouterA-classifier-c1] if-match vlan-id 10
[RouterA-classifier-c1] quit

[RouterA] traffic classifier c2
[RouterA-classifier-c2] if-match vlan-id 20
[RouterA-classifier-c2] quit

[RouterA] traffic classifier c3
[RouterA-classifier-c3] if-match vlan-id 30
[RouterA-classifier-c3] quit

Configure traffic behaviors.

# Create traffic behaviors b1, b2, and b3 on RouterA to perform traffic policing for
different service flows from the enterprise.

[RouterA] traffic behavior b1
[RouterA-behavior-b1] car cir 256
[RouterA-behavior-b1] statistic enable
[RouterA-behavior-b1] quit

[RouterA] traffic behavior b2
[RouterA-behavior-b2] car cir 4000
[RouterA-behavior-b2] statistic enable
[RouterA-behavior-b2] quit

[RouterA] traffic behavior b3
[RouterA-behavior-b3] car cir 2000
[RouterA-behavior-b3] statistic enable
[RouterA-behavior-b3] quit

Configure a traffic policy and apply the traffic policy to Eth2/0/0.
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# Create a traffic policy p1 on RouterA, associate the traffic behaviors with traffic
classifiers in the traffic policy, and apply the traffic policy to Eth2/0/0 in the
inbound direction.

[RouterA] traffic policy p1
[RouterA-trafficpolicy-p1] classifier c1 behavior b1
[RouterA-trafficpolicy-p1] classifier c2 behavior b2
[RouterA-trafficpolicy-p1] classifier c3 behavior b3
[RouterA-trafficpolicy-p1] quit

[RouterA] interface ethernet 2/0/0
[RouterA-Ethernet2/0/0] traffic-policy p1 inbound

Step 5 Configure interface-based traffic policing.

# Configure interface-based traffic policing in the inbound direction of Eth2/0/0
on RouterA to limit the total traffic rate of the enterprise within a proper range.

[RouterA-Ethernet2/0/0] qos car inbound cir 10000
[RouterA-Ethernet2/0/0] quit

Step 6 Verify the configuration.

# View the traffic classifier configuration.

[RouterA] display traffic classifier user-defined
User Defined Classifier Information:
Classifier: c2

Operator: OR
Rule(s) :

if-match vlan-id 20
Classifier: c3
Operator: OR
Rule(s) :

if-match vlan-id 30
Classifier: c1
Operator: OR
Rule(s) :

if-match vlan-id 10

# View the traffic policy configuration.

[RouterA] display traffic policy user-defined
User Defined Traffic Policy Information:
Policy: p1
Classifier: c1

Operator: OR
Behavior: b1
Committed Access Rate:
CIR 256 (Kbps), PIR 0 (Kbps), CBS 48128 (byte), PBS 80128 (byte)
Color Mode: color Blind
Conform Action: pass
Yellow Action: pass
Exceed Action: discard
statistic: enable

Classifier: c2
Operator: OR
Behavior: b2
Committed Access Rate:
CIR 4000 (Kbps), PIR 0 (Kbps), CBS 752000 (byte), PBS 1252000 (byte)
Color Mode: color Blind
Conform Action: pass
Yellow Action: pass
Exceed Action: discard
statistic: enable

Classifier: c3
Operator: OR
Behavior: b3
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Committed Access Rate:
CIR 2000 (Kbps), PIR 0 (Kbps), CBS 376000 (byte), PBS 626000 (byte)
Color Mode: color Blind
Conform Action: pass
Yellow Action: pass
Exceed Action: discard
statistic: enable

# View the traffic policy configuration on Eth2/0/0.
[RouterA] display traffic policy statistics interface ethernet 2/0/0 inbound

Interface: Ethernet2/0/0
Traffic policy inbound: p1
Rule number: 3

Current status: OK!

Iltem Sum(Packets/Bytes) Rate(pps/bps)
Matched 0/0 0/0
Passed 0/0 0/0
Dropped 0/0 0/0
Filter 0/0 0/0
CAR 0/0 0/0
Queue Matched 0/0 0/0
Enqueued 0/0 0/0
Discarded 0/0 0/0
CAR 0/0 0/0
Green packets 0/0 0/0
Yellow packets 0/0 0/0
Red packets 0/0 0/0
----End

Configuration Files

e RouterA configuration file
#
sysname RouterA
#
vlan batch 10 20 30
#
traffic classifier c1 operator or
if-match vlan-id 10
traffic classifier c2 operator or
if-match vlan-id 20
traffic classifier c3 operator or
if-match vlan-id 30
#
traffic behavior b1
car cir 256 cbs 48128 pbs 80128 green pass yellow pass red discard
statistic enable
traffic behavior b2
car cir 4000 cbs 752000 pbs 1252000 green pass yellow pass red discard
statistic enable
traffic behavior b3
car cir 2000 cbs 376000 pbs 626000 green pass yellow pass red discard
statistic enable
#
traffic policy p1
classifier c1 behavior b1
classifier c2 behavior b2
classifier ¢3 behavior b3
#
interface Vlanif10
ip address 192.168.1.1 255.255.255.0
#
interface Vlanif20
ip address 192.168.2.1 255.255.255.0
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#

interface Vlanif30

ip address 192.168.3.1 255.255.255.0
#

interface Ethernet2/0/0

port link-type trunk

port trunk allow-pass vlan 10 20 30
gos car inbound cir 10000
traffic-policy p1 inbound

#

interface GigabitEthernet3/0/0

ip address 192.168.4.1 255.255.255.0
#

return

3.10.2 Example for Configuring Traffic Shaping

Networking Requirements

As shown in Figure 3-9, voice, video, and data services are deployed on the LAN
of an enterprise. The service traffic is transmitted to Eth2/0/0 of RouterA through
the switch, and then to the WAN through GE3/0/0 of RouterA.

Packets of different services are identified by 802.1p priorities on the LAN. RouterA
sends the packets to queues based on 802.1p priorities. When the packets reach
the WAN through GE3/0/0, jitter may occur. The following requirements must be
met to reduce jitter and ensure bandwidth of services:

e The CIR on GE3/0/0 is 8000 kbit/s.

e The CIR and CBS for the voice service are 256 kbit/s and 6400 bytes

respectively.

e The CIR and CBS for the video service are 4000 kbit/s and 100000 bytes
respectively.

e The CIR and CBS for the data service are 2000 kbit/s and 50000 bytes
respectively.

Figure 3-9 Networking of traffic shaping
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Data

Issue 11 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. 79



Huawei AR Series Access Routers
CLI-based Configuration Guide - QoS 3 Traffic Policing and Traffic Shaping Configuration

Configuration Roadmap

Procedure

Step 1

Step 2

Step 3

The configuration roadmap is as follows:

1. Create VLANs and VLANIF interfaces on RouterA and configure physical
interfaces to ensure that enterprise users can access the WAN through
RouterA.

2. Configure the inbound interface of service packets on RouterA to trust 802.1p
priorities in packets.

3. Configure interface-based traffic shaping on the inbound interface of service
packets on RouterA to limit the interface bandwidth.

4. Configure queue-based traffic shaping on RouterA to limit the bandwidth of
voice, video, and data services.

Configure VLANs and interfaces.

# Create VLAN 10 on RouterA.

<Router> system-view
[Router] sysname RouterA
[RouterA] vlan 10
[RouterA-vlan10] quit

# Configure Eth2/0/0 as a trunk interface and add it to VLAN 10.
[RouterA] interface ethernet 2/0/0

[RouterA-Ethernet2/0/0] port link-type trunk

[RouterA-Ethernet2/0/0] port trunk allow-pass vlan 10

[RouterA-Ethernet2/0/0] quit

(1 NOTE

Configure the interface on the switch connected to RouterA as a trunk interface and add it
to VLAN 10.

# Create VLANIF 10 and assign IP address 192.168.1.1/24 to VLANIF 10.
[RouterA] interface vlanif 10

[RouterA-Vlanif10] ip address 192.168.1.1 24
[RouterA-Vlanif10] quit

# Set the IP address of GE3/0/0 to 192.168.4.1/24.
[RouterA] interface gigabitethernet 3/0/0
[RouterA-GigabitEthernet3/0/0] ip address 192.168.4.1 24
[RouterA-GigabitEthernet3/0/0] quit

(11 NOTE

Configure RouterB and ensure that there are reachable routes between RouterB and
RouterA.

Configure the packet priority trusted by the inbound interface of packets.
# Configure Eth2/0/0 to trust 802.1p priorities of packets.

[RouterA] interface ethernet 2/0/0
[RouterA-Ethernet2/0/0] trust 8021p
[RouterA-Ethernet2/0/0] quit

Configure interface-based traffic shaping.
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Step 4

Step 5

# Configure traffic shaping on GE3/0/0 of RouterA to limit the traffic rate on the
interface to 8000 kbit/s.

[RouterA] interface gigabitethernet 3/0/0
[RouterA-GigabitEthernet3/0/0] qos gts cir 8000
[RouterA-GigabitEthernet3/0/0] quit

Configure queue-based traffic shaping.

# Create a queue profile gp1 on RouterA, set the scheduling mode to WFQ for
queues 0 to 5 and to PQ for queue 6 and queue 7. Set CIR values for queue 6,
queue 5, and queue 2 to 256 kbit/s, 4000 kbit/s, and 2000 kbit/s respectively, and
set CBS values for queue 6, queue 5, and queue 2 to 6400 bytes, 100000 bytes,
and 50000 bytes respectively.

[RouterA] qos queue-profile qp1

[RouterA-qos-queue-profile-qp1] schedule pq 6 to 7 wfq 0 to 5
[RouterA-qos-queue-profile-qp1] queue 6 gts cir 256 cbs 6400
[RouterA-qos-queue-profile-qp1] queue 5 gts cir 4000 cbs 100000
[RouterA-gos-queue-profile-qp1] queue 2 gts cir 2000 cbs 50000
[RouterA-qos-queue-profile-qp1] quit

# Apply the queue profile qp1 to GE3/0/0 on RouterA.

[RouterA] interface gigabitethernet 3/0/0
[RouterA-GigabitEthernet3/0/0] qos queue-profile gp1

Verify the configuration.

# View the configuration of GE3/0/0 on RouterA.

[RouterA-GigabitEthernet3/0/0] display this
#

interface GigabitEthernet3/0/0

ip address 192.168.4.1 255.255.255.0

gos queue-profile gp1

gos gts cir 8000

#

return

# View the queue profile configuration.

[RouterA-GigabitEthernet3/0/0] quit

[RouterA] display qos queue-profile qp1

Queue-profile: gp1

Queue Schedule Weight Length(Bytes/Packets) GTS(CIR/CBS)

0 WFQ 10 -/- -/-

1 WFQ 10 -/- -/-

2 WFQ 10 -/- 2000/50000
3 WFQ 10 -/- -/-

4 WFQ 10 -/- -/-

5 WFQ 10 -/- 4000/100000
6 PQ - -/- 256/6400

7 PQ = -/- =/

--—-End

Configuration Files

e RouterA configuration file
#
sysname RouterA
#
vlan batch 10
#
gos queue-profile gp1
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queue 2 gts cir 2000 cbs 50000
queue 5 gts cir 4000 cbs 100000
queue 6 gts cir 256 cbs 6400
schedule wfq 0 to 5 pq 6 to 7

#

interface Vlanif10

ip address 192.168.1.1 255.255.255.0

#

interface Ethernet2/0/0

port link-type trunk

port trunk allow-pass vlan 10

trust 8021p

#

interface GigabitEthernet3/0/0
ip address 192.168.4.1 255.255.255.0
gos queue-profile gp1

gos gts cir 8000

#

return

3.10.3 Example for Configuring Adaptive Traffic Shaping

Networking Requirements

As shown in Figure 3-10, the enterprise headquarters connects to the Internet
through GE1/0/0 of RouterA and connects to RouterB of the branch through a 3G
network.

Link bandwidth on the 3G network is variable. The enterprise requires that the
rate of packets sent from the headquarters to the branch be dynamically changed
in accordance with the 3G link bandwidth, to reduce jitter on the 3G network.

The priorities of data, video, and voice packets sent from the headquarters to the
branch are af11, af21, and ef respectively. Voice packets need to be processed first,
whereas video and data packets require bandwidth guarantee.

Figure 3-10 Networking of adaptive traffic shaping
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Configuration Roadmap

Procedure
Step 1

Step 2

Step 3

Step 4

Configure interface-based adaptive traffic shaping to dynamically adjust the rate
of packets sent from the headquarters to the branch, and configure flow-based
congestion management to process voice, video, and data packets differently. The
configuration roadmap is as follows:

1. Configure a jitter NQA test instance on RouterA and RouterB to detect the
status of the link between the headquarters and branch.

2. Configure an adaptive traffic profile and apply it to GE1/0/0 of RouterA.
When the NQA test instance detects that packet loss ratios of over 30% for
three consecutive times, RouterA reduces the packet transmission rate on
GE1/0/0.

3. Configure traffic classifiers on RouterA to classify data, video, and voice
packets.

4. Configure traffic behaviors on RouterA and specify different congestion
management actions for data, video, and voice packets in the traffic
behaviors.

5. Configure a traffic policy on RouterA, associate the traffic classifiers with the
traffic behaviors in the traffic policy, and apply the traffic policy to GE1/0/0 so
that data, video, and voice packets are processed in different manners.

Configure an NQA test instance.

# Configure the IP address and port number for the UDP server.

<Huawei> system-view
[Huawei] sysname RouterB
[RouterB] nga-server udpecho 192.168.2.2 9000

# Enable the NQA client and create a jitter NQA test instance.

<Huawei> system-view

[Huawei] sysname RouterA

[RouterA] nga test-instance admin jitter1

[RouterA-nga-admin-jitter1] test-type jitter

[RouterA-nga-admin-jitter1] destination-address ipv4 192.168.2.2[RouterA-nga-admin-jitter1]
destination-port 9000

[RouterA-nga-admin-jitter1] start now

[RouterA-nga-admin-jitter1] quit

Configure an adaptive traffic profile on RouterA.

[RouterA] qos adaptation-profile gts1

[RouterA-gos-adaptation-profile-gts1] rate-range low-threshold 128 high-threshold 512
[RouterA-qos-adaptation-profile-gts1] rate-adjust step 32
[RouterA-gos-adaptation-profile-gts1] rate-adjust loss low-threshold 20 high-threshold 30
[RouterA-qos-adaptation-profile-gts1] track nqa admin jitter1
[RouterA-qos-adaptation-profile-gts1] quit

Apply the adaptive traffic profile to GE1/0/0 on RouterA.

[RouterA] interface gigabitethernet 1/0/0
[RouterA-GigabitEthernet1/0/0] qos gts adaptation-profile gts1
[RouterA-GigabitEthernet1/0/0] quit

Configure traffic classifiers on RouterA to differentiate data, video, and voice
services.

[RouterA] traffic classifier data
[RouterA-classifier-data] if-match dscp af11
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Step 5

Step 6

Step 7

Step 8

[RouterA-classifier-data] quit

[RouterA] traffic classifier video
[RouterA-classifier-video] if-match dscp af21
[RouterA-classifier-video] quit

[RouterA] traffic classifier voice
[RouterA-classifier-voice] if-match dscp ef
[RouterA-classifier-voice] quit

Create traffic behaviors on RouterA, and specify the queues and bandwidth for
packets matching traffic classifiers.

[RouterA] traffic behavior data
[RouterA-behavior-data] queue af bandwidth pct 30
[RouterA-behavior-data] quit

[RouterA] traffic behavior video
[RouterA-behavior-video] queue af bandwidth pct 60
[RouterA-behavior-video] quit

[RouterA] traffic behavior voice
[RouterA-behavior-voice] queue llg bandwidth pct 5
[RouterA-behavior-voice] quit

Configure a traffic policy on RouterA, and associate the traffic classifiers with the
traffic behaviors in the traffic policy.

[RouterA] traffic policy p1

[RouterA-trafficpolicy-p1] classifier voice behavior voice
[RouterA-trafficpolicy-p1] classifier video behavior video
[RouterA-trafficpolicy-p1] classifier data behavior data

[RouterA-trafficpolicy-p1] quit

Apply the traffic policy to GE1/0/0 of RouterA.

[RouterA] interface gigabitethernet 1/0/0
[RouterA-GigabitEthernet1/0/0] ip address 192.168.1.2 24
[RouterA-GigabitEthernet1/0/0] traffic-policy p1 outbound
[RouterA-GigabitEthernet1/0/0] quit

Verify the configuration.

# View the record of the adaptive traffic profile gts1 on GE1/0/0 of RouterA.

[RouterA] display qos adaptation-profile gts1 interface gigabitethernet 1/0/0 applied-record
Interface: GigabitEthernet1/0/0

QoS gts adaptation-profile: gts1

NQA admin Name: admin

NQA test Name: jitter1

Current Rate: 256(Kbps)

Last packet loss: 25(%)

The latest traffic shaping rate fails to be updated because the packet loss ratio is within the allowed range.

--—-End

Configuration Files

e RouterA configuration file

#

sysname RouterA

#

gos adaptation-profile gts1

rate-range low-threshold 128 high-threshold 512
track nga admin jitter1

rate-adjust loss low-threshold 20 high-threshold 30
rate-adjust step 32

#

traffic classifier video operator or

if-match dscp af21

traffic classifier data operator or
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if-match dscp af11

traffic classifier voice operator or
if-match dscp ef

#

traffic behavior video

queue af bandwidth pct 60
traffic behavior data

queue af bandwidth pct 30
traffic behavior voice

queue llg bandwidth pct 5

#

traffic policy p1

classifier voice behavior voice
classifier video behavior video
classifier data behavior data

#

interface GigabitEthernet1/0/0
ip address 192.168.1.2 255.255.255.0
gos gts adaptation-profile gts1
traffic-policy p1 outbound

#

nga test-instance admin jitter1
test-type jitter

destination-address ipv4 192.168.2.2
destination-port 9000

#

return

e RouterB configuration file

#

sysname RouterB

#

nga-server udpecho 192.168.2.2 9000
#

return

3.11 FAQ About Traffic Policing and Traffic Shaping

3.11.1 Does the Device Support Rate Limiting Based on IP
Addresses ?

In later versions of V200R002C00, run the qos car command to set the rate limit
based on IP Addresses.

3.11.2 How Is Bandwidth of Different Types of Traffic
Guaranteed?

Configure traffic classifiers to differentiate traffic, configure queue ef or queue af
in traffic behaviors, bind the traffic classifiers and traffic behaviors to a traffic
policy, and apply the traffic policy to an interface.

3.11.3 Why IP-based CAR Is Invalid on a WAN-side Interface?

Because NAT is configured on the WAN-side interface, the device cannot
differentiate private IP addresses.

In V200R002C00 and later versions, to configure IP-based CAR on a WAN-side
interface, create a VLANIF interface and configure IP-based CAR on the VLANIF
interface.
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e To limit the download rate, configure IP-based CAR for a specified destination
address in the outbound direction.

e To limit the upload rate, configure IP-based CAR for a specified source address
in the inbound direction.

3.11.4 Can IP-based Rate Limit Be Configured on a Layer 2
Interface?

IP-based rate limit cannot be configured on a Layer 2 interface. Create a VLANIF
interface and configure IP-based CAR on the VLANIF interface.

3.11.5 What Are Differences Between the Outbound Traffic
Policing and Traffic Shaping?

Both outbound traffic policing (TP) and traffic shaping (TS) limit the rate of
outgoing traffic on an interface. Traffic policing and traffic shaping have the
following differences:

e Traffic policing directly discards packets with rates that are greater than the
traffic policing rate. Traffic shaping, however, buffers packets with rates that
are greater than the traffic shaping rate and sends the buffered packets at an
even rate.

e  Traffic shaping increases the delay, whereas traffic policing does not.

3.11.6 Can the qos gts and qos car Commands Be Used
Simultaneously for Outgoing Packets?

The gos car command affects the qos gts command effect. You are not advised to
run these two commands at the same time.

3.11.7 The Interval at Which the Traffic Shaping Rate
Increases Can Be Set, But the Interval at Which the Traffic
Shaping Rate Decreases Cannot Be Set. Why?

When the NQA test instance detects that the packet loss ratio is greater than the
upper threshold in the adaptive traffic profile, the upstream device reduces the
traffic shaping rate. This ensures that the traffic shaping rate rapidly adapts to the
network and prevents data loss.

3.11.8 Can the Adaptive Traffic Profile Be Bound to an NQA
Test Instance?

The adaptive traffic profile can be bound to an NQA test instance. The upstream
device uses the upper threshold for the traffic shaping rate in the adaptive traffic
profile if the adaptive traffic profile is not bound to the NQA test instance.

Issue 11 (2024-08-30) Copyright © Huawei Technologies Co., Ltd. 86



Huawei AR Series Access Routers
CLI-based Configuration Guide - QoS 3 Traffic Policing and Traffic Shaping Configuration

3.11.9 Is the Upper or Lower Threshold for the Traffic Shaping
Rate in the Adaptive Traffic Profile Used by Default?

The upper threshold for the traffic shaping rate is used by default. The system
then dynamically adjusts traffic shaping parameters based on the NQA result.
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